World of Security Products

Endpoint Security

v FULL DISK ENCRYPTION

ANTIVIRUS

PATCH MANAGEMENT (Largest Patch Catalog) @

DEVICE AND PORT CONTROL

APPLICATION WHITELISTING DISCOVERY AND INVENTORY

WAKE-ON-LAN - Patch offline Machines a8

CONTENT WIZARD — Automet manual work Q

REAL-TIME REPORTING — Single Dashboard \
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Endpoint Manager:

PATCH AND VULNERABILITY

MANAGEMENT

v' Patch management Keep operating system and third-p:

v" Vulnerability dashboards/reports application patches up to date.

‘\; Preventive measures — app control c

Response and remediation
P —
Patch Manager — Windows / Linux, UNIX, MAC
APPLICATION CONTROL
Shavlik = SCCM 3rd pa rty Extension Allow only known, authorized apps to
run.

v" Native plug-in for sccm

v'  Extensive third-party software catalog @

v" Customized patches

v' Simplified reporting

PRIVILEGE MANAGEMENT

Balance user access with productivity

Application Control for Endpoints needs
v" Manage user and Application privileges (server and Desktop)
v’ Server Access Control 0
v" License Management
v' Know what you are running REMEDIATION OF RUNNING
v" Who is using what and how RANSOMWARE
. . . Kill it remotely and don't let it spread
v' Stop unauthorized Applications with ransomware protection.
v Track all changes related to application and user compliance

Device Control — Security for ATM, Point of Sale, etc’ |;Ar

v Data copy restrictions
. . . P COMPLIANCE YOU CAN PROVE
v Application whitelisting
.. . Understand at a glance the threat
v' Context-based permissions for plag and play devices posture of your organization,
v

Temporary access — timeframe

Strengthen security with multiple layers of defense



IT Asset Management

IT Asset Management Suite

v Asset visibility — discovery and inventory
v Software license tracking @
v’ Lifecycle management — manage asset form hire to retire
v Automated workflows ASSET DETECTION
Discover and inventory new purchases
Asset Manager for Endpoints along with owned hardware and
software so you know what you have
and where it is—from acquisition to
disposal.
License Optimizer for Clients /
. . al
v" Powerful license engine
v Software license monitoring BOOST PRODUCTIVITY
v' “what if” modeling and analysis (.e.g cloud migration) Supply end users the right tools at the
right time, reduce systems downtime,
v Valuable reclamation and schedule hardware refreshes to

budget appropriately.

License Optimizer for Servers

Agentless discovery 9
CMDB Support 0
Microsoft, oracle, and IBM discovery
Global software library Easily discover what hardware must be

purchased, updated, and maintained in

order to keep costs down and your
assets in good health.

—

' MAXIMIZE ASSET USE

a Gain insight about what assets are

available and on hand to ensure it's not
sat on the shelf.

REDUCE MAINTENANCE COSTS
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AUTOMATED PROCESSES FLEXIBLE ASSET MANAGEMENT
Having a clear and actionable path for Better information means you can
events like onboarding and offboarding make better decisions on-the-go.
ensures your assets and employees are Import and track warranty, lease, and
their most productive. contractual information automatically.

IT asset management for the future of your business

Your old way of inventorying assets is both time consuming and chaotic. Updating a spreadsheet
with the details of every piece of hardware and software your organization owns can be a full-time
job. Yet it doesn't deliver the needed visibility to forecast when to update, repair, or buy new
assets to ensure IT can keep pace with the growing, changing demands of the business. When you
have a solution that handles everything you need to control your assets from purchase to disposal,
you avoid feelings of helplessness and lagging behind.



https://www.ivanti.com/products/it-asset-management-suite
https://www.ivanti.com/products/asset-manager
https://www.ivanti.com/products/license-optimizer
https://www.ivanti.com/products/license-optimizer-for-server

IT Service Management

On Premise or in the Cloud

Service Manager p—
v Drag & drop workflow — it service automation @
v' Multi-channel self service CTREAMLINE PROCESSES
v Voice automation Incorporate best practice processes,
‘/ CIOUd oron premise workflows, and actions for more

efficient and effective delivery.

Help Desk/Service Desk i@

v Proactive management - identify potential problems
v" Achieve SLA & compliance goals - automated monitoring processes oo .

rovide an experience like no other for
v' Consistent change management processes users to search and request approved

services that they are entitled to.

IT SELF SERVICE

Service Management (3) 0
v" Pinkverify ITIL certification — 13 ITIL processes -1
v" Achieve SLA & compliance goals - automated monitoring processes
\/ event management INTEGRATE SYSTEMS AND DATA
. . Integrate with IT systems and data to
v financial ma nagement — IT charge back get the visibility and tools needed to
v' portfolio & project management deliverservices onime.
v

release management /\
ITSM Integration U:

‘/ Code free WORKFLOW AUTOMATION
. Employ automation across processes
v Pre_bu”t connectors and systems and see how much faster

you'll be able to deliver services.

v" More self service
4

&

@ TRACK PROGRESS

Track ITSM performance for continuous
REDUCE REPETITIVE TASKS service improvement and plan for

Eliminate annoying, repetitive tasks (like future resources.

resetting passwords) and free up your
team to focus on more important
projects.

Service delivery as it was meant to be

You need simple IT service management solutions to help meet your service delivery needs. So
you want to add self service for you users? Automate repetitive tasks and adopt consistent
processes that show the most appropriate actions to take? Add dashboard reporting to gain more
insights? lvanti combines these capabilities to improve service delivery from day one.



https://www.ivanti.com/products/service-manager
https://www.ivanti.com/products/help-desk
https://www.ivanti.com/products/service-desk
https://www.ivanti.com/products/service-management
https://www.ivanti.com/solutions/it-service-management/event-management
https://www.ivanti.com/solutions/it-service-management/financial-management
https://www.ivanti.com/solutions/it-service-management/portfolio-and-project-management
https://www.ivanti.com/solutions/it-service-management/release-management
https://www.ivanti.com/products/itsm-integration

Unified Endpoint Management

Endpomt Manager (formerly LDMS)

Endpoint management - discover, inventory, and configure all devices—pcs, laptops, servers,

tablets, and smartphones.
v 0S provisioning - simplify imaging
v Software distribution including app store
v" Pc and mac remote control

DesktopNow
v' Migrate profile data between OS
v' Stop malware and ransomware
v’ Secure file sync and access

Environment Manager

oi®
SIMPLIFY YOUR IMAGES H H
: -
Everything is extrapolated from the OS, \“.’

so there's no need for so many images.

The solution lays everything back down

automatically. TIME-SAVING TEMPLATES
Provision new or existing devices using
templates that minimize configuration
steps. Have users up and running with

fewer incidents.

Environment Manager decouples user settings and manages them separately a

from the desktop, allowing portability across devices.

The result? Fast logons and personalized workspaces that users love,

with less work for you.

File Director

Control where data is stored.
Granular file-access policy.
Windows, Mac, iOS, Android, Web.
OneDrive for Business support.
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Performance Manager
v" Improve server’s usage and user Performance
v" Reduce Power consumption

Desktop and Server Management
Multi-platform endpoint management
Software packaging and deployment
Imaging / os deployment

Patch management

Remote control

User profile migration

Configuration management
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password changes and more.
Citrix / server management

AN

USER PROFILES AND
PERSONALIZATION

Keep the user experience consistent.
Extract and move user profiles, settings,
and files between Windows versions
fluidly.

-

g IMPROVE ONGOING PROVISIONING
PROCESSES

Use the migration to upgrade your
processes—improve your provisioning,
patching, and software license
compliance processes.

MAINTAIN SECURITY STANDARDS

Migrate devices to the latest Windows

versions without un-encrypting them.

Gain privilege management controls
upon update.

DELIVER NEW MACHINES WITH ZERO-
TOUCH

Create a system for applying your
image and user profiles to devices that
come directly from resellers.

Prepackaged configuration templates for firewalls, security settings, service configurations, local

Employ proven desktop migration solutions

Migrating Windows operating systems isn't only about solving a single problem. We can help you
make permanent improvements to your Windows management and updating approach. Solutions
from Ivanti enable you to automate the entire migration and provisioning process. Remember the

school system mentioned earlier? The system's IT department can easily image hundreds of
devices a day—more than 2,000 machines a week. Instead of installing and configuring
applications, IT ensures there are no business interruptions while users move to an even more

efficient OS.



https://www.ivanti.com/products/endpoint-manager
https://www.ivanti.com/products/desktopnow
https://www.ivanti.com/products/environment-manager
https://www.ivanti.com/products/filedirector
https://www.ivanti.com/products/performance-manager
https://www.ivanti.com/products/desktop-and-server-management

